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...and finally, before you are allocated your urlmeﬁﬂ&htin‘g
cape and tights you need to come up to speed on the
latest fricks used by fraudsters to defraud efailers, social
networks and financial institutions out in the wild

To do your daily job fighting crime
on the cyberstreets you will need to
understand botnets and proxies

Learn aboul these techniques
fraudsters use to hide their tracks

.. and new ways Y
to take down the
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proxy’s IP Address appears in transactio

gh proxy servers so that the
n log files and not their own
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My IT team says that

they already delect proxy
|P Addresses, does that
mean |'m protected?

The uge of proxies used to be
reserved for smart guys, but now
even dummies can do it at the click

3. Hidden Pro
rg'u:.ES tlﬁﬂt are use

Now, not all proxy
servers are made equal, so
you nud to hi}'ﬂ.‘- techhdnag
that can accurjtely tell
the difference

1. Corporate Prnxi_as-.
legitimate comPa nies use
Epa-:.'*.a| Pruxies fo improve
security and perfurmance
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No. Proxy IP Address lists need to IP Addresses are also hiﬂHﬂ

be continually updated when new disposable, and the newer hidden
_ ones are found, and fraudsfers are proxies and botnet proxies are
4 always one step ahead/ 1 P\ built to evade scanning....




New Device Identification technologies use
anonymous data communicated by the computer and |
the internet protocol to detect proxies and unmask
the fraudsters True |P and True Geolocation

Butfearnot
compatriots/

So let's sharpen our pencils and
look at some new ways available
for you to detect, classify and
ngass proxies in regltime
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is that the same? ~ / information hidden inside
m internet ptotm:nl

packets

Whﬂ‘fs wokse |

You think you're seeing the |
customer’s computer but your site

could actually be talking Lo @ proxy

s that '
change and I'I'laniPLlhj::t::S i

information

DID You KNow 2
Different operating
systems and versions
have slight variances

in the way they
package inform ation
to send over the
internel which can
communicate I
valuable fraud
information

A betfer approach is to get a
complete picture by passively measuring
anongmous data packets to analyze browser
and protoco| information to detect
proxies in real-time




How does this impact on privaa:&? What kind of
data can potentially be discovered about the
individual using the computer?

So there you have
it super caher
crime fighters

Only anonymous device data is able to be collected, and
unlike adverts or behavioral tracking, this device gtiribute
data is only stored if a transaction is completed and the
customer agrees to your terms of service :

Just ask your fraud solution provider. All you
need is to cut and paste some web scripts and away
you go. Otherwise our secure APIscan
be integrated in a flash...

MNo extra servers to
install, no sensitive data to
share, and no interruptlions

to your customers/

" We covered a lot of ground today,
but don't worry if it hasn't all sunk

in. Just pick up the Threat Phone
N and we will be ready to help you

Stay tuned for our
next super fraud hero
lraining session
coming Soon

find out more at
= threalmetrix.com
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